. . & 157 Collins Street, Hobart TAS 7000
COI Y I.mUHI'tY cpsu@tas.cpsu.com.au
Public Sector (03) 6234 1708

m Union WWwWw.cpsu.com.au
Policy No: 2.10 ‘ Subject: Data Protection and Retention Policy

Policy Group: Governance Page: 1 of 5

Council Approval: 25/09/2025 Effective From: 25/09/2025

Authorised By: Thirza White Review By: 25/09/2026
1. Purpose

The purpose of this policy is to ensure that the CPSU collects, stores, uses, and disposes of
personal and sensitive member information lawfully, securely, and responsibly. This policy
supports our commitment to protecting members’ privacy, complying with the Privacy Act 1988
(Cth), the Australian Privacy Principles (APPs), and relevant industrial laws.

2. Scope
This policy applies to:
e All officers, employees, contractors, and representatives of the CPSU.
e All personal and sensitive information relating to members, staff, and stakeholders.
e All formats and media, including paper-based records, electronic systems, email, cloud
services, and portable devices.

3. Definitions

e Personal Information: Information or an opinion about an identified individual, or an
individual who is reasonably identifiable, regardless of whether the information is true.

e Sensitive Information: Includes membership details, union membership, health
information, and other personal information requiring higher protection under the APPs.

e Data Breach: Unauthorised access to, or disclosure or loss of, personal information that
may cause harm.

e Data Retention: The practice of keeping data for a defined period before secure disposal
or de-identification.

4. Principles of Data Protection
The CPSU will:
1. Lawful Collection: Collect only information necessary for our legitimate functions and
activities.
2. Fair Use: Use information only for the purposes for which it was collected, unless consent
is obtained or permitted by law.
3. Accuracy: Take reasonable steps to ensure information is accurate, complete, and up to
date.
4. Security: Implement physical, technical, and administrative measures to safeguard
information.
5. Transparency: Make our Privacy Policy publicly available and accessible to members.
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6. Access & Correction: Provide individuals with access to their personal information and
the ability to request corrections.

7. Retention & Disposal: Keep information only as long as required for operational, legal,
and archival purposes, then securely destroy or de-identify it.

5. Collection of Information
We may collect personal and sensitive information:
e Directly from members through application forms, correspondence, meetings, and online
submissions.
e From authorised third parties with member consent.
e From publicly available sources, were lawful.
When collecting information, we will inform individuals about:
e Why the information is being collected.
e How it will be used and stored.
e Their rights to access and correct the information.

6. Use & Disclosure
Personal information will be used for purposes including:
e Administering membership and union services.
e Representing members in industrial, legal, or workplace matters.
e Communicating updates, campaigns, and benefits.
e Complying with legal and regulatory obligations.
Disclosure will only occur:
e  With member consent.
e  Where required or authorised by law.
e To trusted service providers under strict confidentiality agreements.

7. Data Storage & Security Measures
e Physical Records: Stored in locked cabinets, secure rooms, and accessible only to
authorised staff.
e Electronic Records: Protected by passwords, encryption, firewalls, and secure servers.
e Portable Devices: Use encrypted storage and remote wipe capabilities where possible.
e Cloud Services: Only approved providers that comply with Australian privacy standards
will be used.

8. Data Retention & Disposal
The CPSU retains personal and sensitive information only for as long as necessary to fulfil its
operational and legal obligations, including:
e Membership records: Retained for seven (7) years after membership ceases, in
accordance with union governance and record-keeping laws.
¢ Financial records: Retained for seven (7) years to comply with the Corporations Act 2001
(Cth) and Australian Taxation Office requirements.
e Industrial case files: Retained for a minimum of seven (7) years after the conclusion of a
matter, unless ongoing legal considerations require longer retention.
¢ Health and safety records: Retained for the period required under relevant workplace
health and safety legislation.
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When the retention period expires, information will be:

e Securely destroyed (e.g., shredding for paper, secure wiping for digital files).

e De-identified if required for statistical or archival purposes.
A Data Retention Schedule will be maintained to guide staff on specific retention periods for
different record types.

9. Data Breach Response
In the event of a suspected or actual data breach:
1. Contain the breach immediately.
2. Assess the risks and impact.
3. Notify affected individuals and the Office of the Australian Information Commissioner
(OAIC) if the breach is likely to result in serious harm, in accordance with the Notifiable
Data Breaches Scheme.
4. Review and strengthen controls to prevent recurrence.

10. Member Rights
Members have the right to:
e Access their personal information held by the CPSU.
e Request corrections if the information is inaccurate or incomplete.
e Make a complaint about privacy practices, which will be investigated promptly.

11. Staff Responsibilities
e All staff must handle personal information in accordance with this policy and complete
regular privacy training.
e Unauthorised access, use, or disclosure of member data is prohibited and may lead to
disciplinary action.

12. Policy Review
This policy will be reviewed annually, or earlier if legislative changes, technological developments,
or organisational needs require updates.

To be read in conjunction with the following Policies
Privacy Policy
Information Technology & Security Policy
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Data Retention Schedule

Purpose

This schedule supports the Data Protection Policy by outlining how long different categories of

records must be retained and the method of disposal when the retention period ends.

Retention periods are based on Australian legal requirements, industrial relations obligations, and

operational needs.

Record Type

Membership
Applications &
Records

Member Contact &
Communication
Records (emails,
letters, call logs)

Industrial Case Files
(grievances, disputes,
legal cases)

Workplace Health &
Safety Records

Financial Records
(invoices, receipts,
payroll, bank
statements)

Meeting Minutes &
Governance Records
(AGMs, Board,
Committee)

Campaign & Event
Materials

Staff HR Files
(employment
contracts,
performance records)

Retention Period

7 years after
membership ceases

2 years after
membership ceases
unless relevant to
ongoing matter

Minimum 7 years after

matter concludes

7 years or longer if
legislation requires

(e.g., asbestos records:

40 years)

7 years

Permanently

3 years after
campaign/event ends

7 years after
employment ends

Reason / Legal Basis

Governance, Privacy
Act 1988, union
operational needs

Operational
requirement

Limitation of Actions
Act, legal defence

WHS Act &
Regulations

Corporations Act
2001, ATO
requirements

Archival/historical
value, governance

Operational relevance

Fair Work Act,
employment law

Disposal
Method
Secure
shredding
(paper), secure
erase/wipe
(digital)

Secure
shredding or
secure erase

Secure
shredding or
secure erase

Secure
shredding or
secure erase

Secure
shredding or
secure erase

Transfer to
secure archive

Secure
shredding or
secure erase

Secure
shredding or
secure erase
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Record Type Retention Period Reason / Legal Basis
Training Records 7 years Compliance & audit
Website & Social As needed for i

. . Operational
Media Content operational purposes

Surveillance Footage required for

Notes

Max 30 days unless ] .
Surveillance Devices

. - Act
investigation

Disposal
Method
Secure
shredding or
secure erase

Digital deletion

Secure digital
deletion

Retention periods may be extended if records are required for ongoing legal matters,

disputes, or investigations.

“Secure erase” for digital files means using software that permanently deletes data

beyond recovery.

When in doubt, consult the General Secretary before destroying any records.
Archival records of significant historical value (e.g., landmark industrial cases) should be

retained permanently in a secure, controlled archive.
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